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DISCLAIMER: 

 

This Guidance document is provided for informational and educational purposes only.  It is not 

intended to provide and should not be treated as legal advice.  Registries should consult with their 

own counsel in making determinations about legal and regulatory issues affecting their operations.  

 

 

 

 

FOR FURTHER INFORMATION: 

This Guidance was prepared for the Coalition by its legal counsel, Powers Pyles Sutter & Verville 

PC.  Questions about the document can be addressed to Rob Portman at rob.portman@ppsv.com.  

Samantha Marshall, Amita Sanghvi, and Sarah Imhoff also made substantial contributions to the 

drafting of this Guidance. 
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Clinical data registries or repositories 

(“Registries”) collect and analyze data on 

treatment outcomes submitted by physicians, 

hospitals and other types of health care 

providers related to a wide variety of medical 

procedures, diagnostic tests, and/or clinical 

conditions.  Registries are often sponsored by 

national medical societies or their affiliates, 

universities, health insurers, or other entities.  

Their primary purpose is to produce 

benchmarks or metrics that their participating 

health care providers (“Participants”) can use to 

improve the quality of care they provide their 

patients.  Registries also engage in research 

projects to enhance general knowledge about 

the safety and effectiveness of various medical 

procedures, diagnostic tests, treatments, and 

health care products.  Other registries, such as 

public health databases, collect data on various 

population health events that may or may not 

involve medical treatment. 

 

The federal government, health care products 

manufacturers, and state and local 

governments have increasingly come to rely on 

Registries for a wide variety of purposes.  For 

instance, the Food and Drug Administration 

(“FDA”) has been encouraging drug and device 

manufacturers to work with Registries to 

conduct investigational and post-approval 

surveillance studies to ensure that both 

unapproved and approved drugs and devices 

are safe and effective.  The Centers for 

Medicare & Medicaid Services (“CMS”) has 

required participation in Registries as a 

condition of reimbursement for certain medical 

procedures that involve investigational or off-

label (i.e., unapproved) uses of drugs or 

devices.  Similarly, the Centers for Disease 

Control and Prevention (“CDC”) and state and 

local governments are relying on other kinds of 

data registries to track public health crises and 

responses. 

 

At a time when the need for Registries is 

growing, so too are the legal challenges and 

regulatory burdens.  Registries are subject to 

overlapping and duplicative federal rules 

governing the privacy and security of their data.  

They incur potential liability risk to patients, 

manufacturers, and others when they publish 

data and issue reports evaluating the efficacy of 

medical procedures or health care products.  

Registry data are also potentially subject to 

burdensome and costly legal discovery or 

subpoenas that threaten to drain Registry 

resources and discourage participation by 

health care providers. 

 

The Physician Clinical Registry Coalition (“the 

Coalition”) is a group of more than twenty 

medical society-sponsored or physician-led 

Registries working for public policies to facilitate 

Registry development and to remove 

unnecessary legal and regulatory burdens on 

their operations.  The Coalition is providing this 

Guidance to assist Registries in their 

understanding of several of these legal and 

regulatory challenges.  This Guidance analyzes 

(i) the federal and state privacy issues facing 

Registries; (ii) ownership of Registry data; (iii) 

FDA medical device reporting requirements; (iv) 

liability risks associated with publishing 

benchmarks, analyses, or research studies on 

particular medical procedures, diagnostic tests, 

drugs, or devices using Registry data; and 

(v) available protections from legal discovery of 

Registry data under federal and state law.   

 

We have focused on federal law in this 

Guidance.  We cover state law more generally, 

but Registries should identify the specific rules 
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that apply to their operations in each state from 

which they collect or in which they maintain their 

data or a substantial business presence. 

 

The guidance provided in this paper can be 

summarized as follows: 

 

I. Privacy Issues—Registries must comply 

with the regulations issued under the Health 

Information Portability and Accountability Act 

of 1996 (“HIPAA”)
1
 and the Common Rule,

2
 

to the extent applicable, if they collect 

identifiable patient information from their 

Participants.  The requirements of the 

HIPAA regulations and the Common Rule 

are complicated and overlapping.  The 

Coalition is advocating for policy changes 

that would lessen these duplicative 

regulatory burdens without diminishing 

patient protection.  Registries must also 

comply with state privacy laws, particularly in 

the states where the Registry has offices or 

holds data.  Registries must adopt 

appropriate policies and procedures and 

purchase cyber security insurance to protect 

against the risk of data breaches and other 

privacy violations.  

II. Data Ownership—Ownership of Registry 

data is determined by state law and 

therefore varies based on the location of the 

Registry.  Typically, Participants (not 

patients) own the medical records they 

create from patient encounters.  Patients 

may or may not own the data in their 

medical records, but, in any case, they have 

a well-established right or interest in most 

states to review or seek modifications in 

their records.  Registries own their 

aggregated data and databases.  These 

distinctions need to be clearly articulated in 

Registry agreements with Participants 

(“Participation Agreements”).  Registries 

should also understand and plan for the 

possibility that other stakeholders may also 

have (or at least claim) an ownership 

interest in Registry data.  These 

stakeholders may include health insurers, 

government agencies, or device or drug 

manufacturers if they fund Registry data 

collection activities or contribute data to the 

Registry. 

III. FDA Device Reporting—FDA medical 

device reporting rules do not affect 

Registries directly, but Registries may need 

or wish to assist Participants and device 

manufacturers in meeting their obligations 

under these rules. 

IV. Liability Risks—Registries face liability 

risks in publishing their data or data 

analyses.  Registries may have liability to 

Participants or patients if they publish 

erroneous data or data reports on the 

efficacy of certain procedures or health care 

products, and patients are harmed as a 

result.  They may also have liability risk to 

drug or device manufacturers if they publish 

negative reports about the performance of 

particular health care products.  Registries 

can best manage this risk by ensuring that 

the data and data reports they publish are 

current and accurate.  Registries that are 

affiliated with national medical societies or 

other similar membership or 

multistakeholder organizations would also 

risk violating the antitrust laws if they were to 

use Registry data or reports to limit the 

ability of particular  health care products 

companies or health care providers to 

compete in their particular markets.   

V. Legal Discovery—A fundamental concern 

in creating and operating a Registry is the 

risk that the information submitted to the 

2 
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Registry by providers and manufacturers will 

be subject to legal discovery—for example, 

through a subpoena issued by a plaintiff in a 

malpractice action against a provider or a 

products liability suit against a device 

manufacturer or through a discovery request 

in direct litigation against a Registry.  There is 

no general federal statutory protection against 

the discovery of Registry data in legal 

proceedings.  The Federal Rules of Civil 

Procedure provide some protection against 

requests for Registry data, particularly in 

precluding disclosure of patient identifiable 

information.  These rules may or may not 

protect against the disclosure of provider data, 

depending on the circumstances.  The Patient 

Safety Organization (“PSO”) Act
3 

and 

implementing rules
4
 do provide some 

protection against legal discovery, but that 

protection is subject to judicial interpretation 

and limitation; not all Registries can qualify as 

a PSO; and the PSO rules add significant 

regulatory burdens, potential penalties for 

noncompliance, and the risk of forfeiture of 

data if a Registry ceases to be a PSO.  Many 

states have peer review and other laws that 

would protect against the discovery of 

Registry data in most circumstances, but 

these laws generally would not apply in a 

federal case based on federal law.  The 

Coalition is advocating for broad federal 

legislation that would protect Registry data 

from legal discovery, whether through third-

party subpoenas or direct litigation against 

Registries. 

 

3 
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The Coalition is providing this Guidance to 

assist Registries in their understanding of 

several legal and regulatory challenges that 

affect their ability to collect, protect, and analyze 

clinical   data.     The   issues  covered   include: 

(i) the federal and state privacy issues facing 

Registries;   (ii)   ownership   of   Registry   data;  

(iii) FDA medical device reporting requirements; 

(iii) liability risks associated with publishing 

benchmarks, analyses, or research studies on 

particular medical procedures, diagnostic tests, 

drugs, or devices using Registry data; and 

(iv) available protections from legal discovery of 

Registry data under federal and state law.  

 

We focus on federal law, but Registries must 

also understand the state laws that affect their 

operations.  This Guidance does not address all 

of the legal issues that Registries face; rather it 

focuses on those that are not only important, 

but also tend to raise policy issues that affect a 

Registry’s prospects for success, many of which 

the Coalition is trying to address through its 

advocacy efforts. 

 

I. Privacy Issues 

 

The Health Information Portability and 

Accountability Act of 1996 (“HIPAA”)
5 
and its 

implementing regulations are the primary 

federal law affecting the privacy of patient data 

collected by Registries.  Most states also have 

their own laws that protect identifiable patient 

data.  For the most part, Registries are safe in 

establishing procedures and processes for 

protecting their data that comply with HIPAA 

regulations.  However, Registries should adopt 

strategies for complying with state data 

protection laws where they are more stringent 

than the HIPAA regulations. 

a. HIPAA 

 

The rules issued under HIPAA establish a 

federal regulatory framework for the use and 

disclosure of protected health information 

(“PHI”) by health care providers and other 

entities with which they share PHI.  Specifically, 

the U.S. Department of Health and Human 

Services (“HHS”) Office of Civil Rights (“OCR”) 

has issued both Privacy and Security Rules 

(collectively, the “HIPAA Rules”) to implement 

the statute.
6  

 

 

PHI is individually identifiable health information 

that requires patient authorization for use and 

disclosure unless such disclosure falls within 

one of many exceptions.
7 

HIPAA applies to 

“covered entities,” defined to include health care 

providers that transmit health information in 

electronic form, health plans, and health care 

clearinghouses, as well as “business 

associates,” defined as entities that provide 

services for or perform functions on behalf of 

covered entities. 
8
 

 

The enactment of the American Recovery and 

Reinvestment Act (“ARRA”) in 2009 extended 

HIPAA requirements and penalties to business 

associates.
9  

Among other things, these 

changes subject business associates to the 

same penalties for unauthorized disclosure as 

covered entities and require business 

associates to notify individuals (or covered 

entities) and, in certain instances, the Secretary 

of Health and Human Services (“the 

Secretary”), in the event of a breach.
10  

Business associates must also have 

appropriate policies and procedures to comply 

with the requirements of the Privacy and 

Security Rules.  

4 
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The Privacy Rule allows for the disclosure of 

PHI by a covered entity without patient 

authorization for the purposes of treatment, 

payment, or health care operations.
11 

 Health 

care operations include, among other activities, 

quality assessment and improvement 

activities.
12  

The Privacy Rule requires either a 

patient’s authorization or a waiver of such 

authorization from an institutional review board 

(“IRB”) or privacy board if PHI is being disclosed 

for research purposes.
13 

 “Research” means a 

systematic investigation, including research 

development, testing, and evaluation, designed 

to develop or contribute to generalizable 

knowledge.
14

 

 

The extent to which HIPAA applies to the 

activities of a Registry will depend on the nature 

of the data being collected, the purpose of the 

collection, and whether that Registry is actually 

physically receiving the data.  For example, a 

Registry would not be subject to HIPAA 

limitations when handling de-identified 

information, which is information that contains 

no personal identifiers or unique identifying 

numbers, characteristics, or codes.
15 

 Similarly, 

if a Registry collected “limited data sets,” it 

would not need to obtain patient authorization or 

a waiver of such authorization from an IRB. 
16 

A 

limited data set is information that is partially de-

identified by removing direct identifiers like 

name, address, phone number, and email 

address; but that retains certain PHI, such as an 

individual’s gender, date of birth, or address 

containing only the city, state, or zip code.
17 

 

The limited data set exception applies only to 

the use of data for research, health care 

operations, and certain public health purposes.  

This exception requires the covered entity to 

enter into a data use agreement with the limited 

data set recipient to preserve the confidentiality 

of the data and restrict its use.  The Privacy 

Rule establishes specific requirements for such 

agreements. 

 

The HIPAA Rules permit covered entities to 

share PHI with business associates for 

treatment, payment, or health care operations 

purposes if they enter into business associate 

agreements that meet regulatory requirements 

for protecting PHI. 
18

 Covered entities may only 

disclose to business associates the “minimum 

necessary” information for the business 

associate to perform its services or functions.
19  

 

  

Registries typically act as business associates 

of their participating physicians and hospitals, 

which are almost always covered entities under 

the HIPAA Rules.  Registries usually perform 

data aggregation and related benchmarking 

analyses that support Participants’ quality 

improvement efforts and other health 

operations.  As such, Registries need to have a 

business associate agreement in place with 

each Participant prior to receiving the 

Participant’s PHI.
20

  If a Registry is 

subcontracting with a data management vendor 

for the collection, hosting, and/or analysis of 

Participants’ PHI, a Registry must also have a 

sub-business associate agreement in place with 

the vendor.  The same would be true for any 

other subcontractors with which the Registry 

wishes to share PHI. 

 

Under the HIPAA Rules, the Registry’s business 

associate status allows it to receive and analyze 

each site’s data and report back aggregate 

results to all of its sites; but it cannot share the 

PHI of any one Participant with other 

Participants, except with the permission of all of 

the Participants whose data is being shared.
21 

 

No patient authorization is necessary for 

Participants to send PHI to a Registry if the 

Registry has a HIPAA-compliant business 

associate agreement in place with each 

Participant and the disclosure is for health care 

operations and not research purposes.   

 

The OCR has also indicated that no patient 

authorization is necessary if a Registry collects 
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data from Participants primarily for quality 

improvement/health care operations purposes, 

and then de-identifies the data and uses that for 

later research activities.
22 

 However, if a 

Registry wishes to disclose PHI to a third party 

for research purposes, a business associate 

agreement will not be sufficient to meet the 

HIPAA requirements for such disclosures, even 

if the primary purpose of collecting the data was 

for health care operations.  Instead a Registry 

would need to obtain individual authorization or 

an IRB waiver of authorization for the disclosure 

of PHI,
23

 as well as consent from the relevant 

Participants.  For some types of research, it 

may be impracticable for researchers to obtain 

written authorization from individuals.  For 

example, if a Registry is collecting retrospective 

data from Participants, it may be impossible 

and/or unduly burdensome to track down 

patients and get them to sign HIPAA 

authorizations.  In such cases, Registries would 

need to seek an IRB waiver of the patient 

authorization requirement.   

 

IRB waivers of the HIPAA patient authorization 

requirement are granted if the following 

conditions are met:
24

 

 

1. The use or disclosure of PHI involves no 

more than a minimal risk to the privacy of 

individuals, based on, at least, the presence 

of the following elements: 

a. an adequate plan to protect the 

identifiers from improper use/

disclosure; 

b. an adequate plan to destroy the 

identifiers at the earliest opportunity 

consistent with conduct of the 

research, unless there is a health or 

research justification for retaining 

identifiers or such retention is 

otherwise required by law; and 

c. adequate written assurances that PHI 

will not be reused/disclosed to any 

other person or entity, with certain 

exceptions. 

2. The research could not practicably be 

conducted without an alteration or waiver.  

3. The research could not practicably be 

conducted without access to and use of the 

PHI. 

 

Registries collecting retrospective data can 

usually persuade an IRB to grant a waiver of 

authorization on grounds that it is impracticable 

and unduly expensive to obtain authorizations 

from the patients. 

 

Importantly, OCR permits and encourages 

central IRB waivers of authorization—i.e., 

waivers from a single IRB that apply to several 

covered entities participating in clinical trials or 

similar activities, including submitting data to 

Registries, and does not require the Participants 

to obtain separate waivers from their local 

IRBs.
25 

 Of course, Participants may still insist 

on obtaining local IRB approval and waivers to 

comply with their institutional policies. 

 

The HIPAA Rules also permit a covered entity 

to disclose PHI to a public health authority 
26

 for 

certain public health activities and purposes, 

including “. . . preventing or controlling disease, 

injury, or disability, including but not limited to, 

the reporting of disease, injury, vital events such 

as birth or death, and the conduct of public 

health surveillance, public health investigations, 

and public health interventions. . . ..”
27 

  Thus, 

where a state or federal law authorizes a public 

health authority to collect certain public health-

related PHI, for example, immunization data, a 

covered entity may share this information with a 

Registry operated by or on behalf of the public 

health authority without an individual’s consent.  

The HIPAA Rules do not specify what types of 

procedures a public health authority must take 

to protect the privacy and security of PHI it 

receives under the public health exception.  

Public health-related registries would be well-

advised to follow the same rules that apply to 

covered entities and business associates for the 

protection of PHI. 
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b. Common Rule 

 

The Federal Policy for the Protection of Human 

Subjects or the “Common Rule” is codified in 

separate regulations by fifteen Federal 

departments and agencies, most of which are 

located in the Department of Health and Human 

Services (“HHS”).  The Common Rule outlines 

the basic provisions for IRBs, informed consent, 

and “Assurances of Compliance” by institutions 

covered by the Common Rule.  Human subject 

research conducted or supported by each 

federal department/agency is governed by the 

regulations of that department/agency.
28

 

 

The Common Rule applies to research that is 

“conducted, supported or otherwise subject to 

regulation by any federal department or agency 

which takes appropriate administrative action to 

make the policy applicable to such research.”
29 

 

In other words, the Common Rule applies to 

federally-funded research and research that is 

conducted pursuant to federal regulations.  The 

Common Rule defines “research subject to 

regulation” as: 

 

[R]esearch activities for which a federal 

department or agency has specific 

responsibility for regulating as a research 

activity, (for example, Investigational 

New Drug requirements administered by 

the Food and Drug Administration).  It 

does not include research activities 

which are incidentally regulated by a 

federal department or agency solely as 

part of the department’s or agency’s 

broader responsibility to regulate certain 

types of activities whether research or 

non-research in nature (for example, 

Wage and Hour requirements 

administered by the Department of 

Labor).
30 

  

 

Where the Common Rule applies, it covers 

research involving human subjects, which 

includes the collection of identifiable patient 

information.
31 

 The Common Rule generally 

does not apply to privately-funded research 

activities not otherwise subject to federal 

regulation.
32  

Most Registries do not receive 

federal funding or conduct studies subject to 

federal regulation, and therefore are not subject 

to the Common Rule.  However, many hospital 

Participants, particularly academic medical 

centers, are subject to the Common Rule 

because they receive federal research grants 

and other federal funding and/or participate in 

clinical trials regulated by the National Institutes 

of Health (“NIH”) or the FDA.  Even if a 

particular research project is not federally 

funded or otherwise subject to federal 

regulation, many academic medical centers 

have signed “federalwide assurances” that 

require them to follow the Common Rule for any 

research they conduct.
33

   

 

The Office for Human Research Protections 

(“OHRP”), the agency that administers the 

Common Rule for HHS, has clearly stated that 

entities that collect data in the course of clinical 

care and submit that data to external 

researchers are not engaged in human subjects 

research and therefore are not subject to the 

Common Rule with respect to such activities, 

even if they have signed federalwide 

assurances.  Specifically, OHRP has issued 

guidance stating that “[i]nstitutions whose 

employees or agents release to investigators at 

another institution identifiable private 

information or identifiable biological specimens 

pertaining to the subjects of the research” are 

not engaged in human subjects research.
34 

 

OHRP has further indicated that this guidance 

applies to hospitals, physician groups, and other 

covered entities that are otherwise covered by 

the Common Rule, but are only submitting data 

to Registries in the normal course of treating 

patients, and are not performing research 

themselves on that data.
35 

 This conclusion 

applies even if the covered entity is contacting 

the patient for information on how the patient’s 

condition is progressing, as long as such follow-

7 
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up activities are part of the normal treatment 

protocol.   

 

In short, the Common Rule does not apply to 

hospitals and physician groups submitting data 

to Registries for health care operations or 

research purposes if they are simply submitting 

data to Registries collected in the normal course 

of clinical care and are not involved in the 

research themselves. 

 

Even where the Common Rule does apply to 

entities that submit data to Registries, OHRP 

has clearly stated that data sources can rely on 

IRB waivers of the Common Rule consent 

requirements obtained by sponsors of clinical 

trials or other researchers, such as Registries.
36

 

 

The Common Rule generally requires covered 

researchers to obtain informed consent from 

patients to participate in human subjects 

research and to implement safeguards for 

protecting the privacy and security of identifiable 

patient data collected for such efforts.  

Researchers are required to obtain informed 

consent or an IRB waiver of such consent, even 

if they are only collecting patient data from 

health care providers and not conducting clinical 

trials or otherwise interacting directly with 

patients.  The Common Rule requirements for 

protecting patient data are generally less 

stringent than, but nonetheless duplicative of, 

the parallel requirements under the HIPAA 

Rules.  To avoid these redundant regulatory 

burdens, the Coalition has asked OHRP to 

create an exception to the Common Rule for 

entities that are only collecting identifiable 

patient data (i.e., and not interacting directly 

with patients) and that are in compliance with 

the relevant HIPAA Rules for protecting the 

privacy and security of patient data.  OHRP is 

still considering this request. 

 

c. State Privacy and Breach 

Notification Statutes 

 

The HIPAA Rules only preempt any state laws 

that provide less protection for patient privacy.
37

  

Many states have privacy and breach 

notification laws that impose more stringent 

privacy and security protections related to the 

use or disclosure of patient medical information.   

 

For instance, California has a breach 

notification law that applies to licensed health 

facilities, clinics, home care agencies, and 

hospices in California.
38  

The law requires these 

covered entities to report a breach of medical 

information to the California Department of 

Public Health and to affected individuals within 

five business days after a breach “has been 

detected.”  By contrast, the HIPAA Rules 

require covered entities and business 

associates to report a breach of unsecured PHI 

within sixty calendar days of determining that 

such breach has occurred.
39

  California law 

does not define “detected.”  For instance, it is 

not clear whether the clock starts ticking on the 

five-business-day reporting obligation only when 

the covered institution learns of the breach or 

when one of its subcontractors, like a Registry, 

learns of the breach.  Because of this 

uncertainty, it is common for California 

Participants to take a conservative approach 

and require its Registry partners to report any 

breach of PHI to the Participant within no more 

than five business days, and often less.   

 

Access to medical records is another example 

of where state laws may be more stringent than 

HIPAA.  In Virginia, a health care entity is 

required to provide patients access to their 

records with fifteen days of receiving a 

request.
40 

 By contrast, the HIPAA Rules require 

health care entities to provide this access within 

thirty days of a request.
41  

Although the Virginia 
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law does not apply directly to Registries, a 

Virginia Participant may request that a Registry 

provide the Participant access to medical 

records managed by the Registry within the 

shorter time frame.    

 

Compliance with states laws poses significant 

challenges for Registries that collect data from 

hospitals and/or physicians in many states.  

Registries should work with participating 

hospitals and physician groups in each state to 

identify local privacy and security rules that may 

be more stringent than the HIPAA Rules and 

that may require changes in a Registry’s normal 

procedures for protecting patient data or 

reporting unauthorized uses or disclosures.
42

   

 

d. State Common Law 

 

Beyond federal and state privacy statutes, many 

states recognize a general, common law right to 

privacy and will hold entities and individuals 

legally responsible for violation of that right.  

The common law right of privacy will hold an 

individual liable for interfering with another’s 

right to privacy by publicly disclosing personal 

facts.
43  

Thus, the Registries should be aware 

that not only are they subject to state breach 

notification requirements, but they may also be 

liable for the negligent disclosure of PHI through 

state common law privacy claims.  Most likely, 

these claims would arise in the form of 

demands for indemnification from a Participant 

that is sued for a Registry’s wrongful disclosure 

of PHI.  Likewise, such claims could also be 

brought against a Registry if the Participant has 

wrongfully submitted PHI to the Registry.  

Accordingly, most Registry participation and 

business associate agreements include mutual 

indemnification provisions identifying the 

circumstances under which Registries and their 

Participants will indemnify each other for 

wrongful acts or omissions that give rise to third

-party liability claims.   

 

As business associates covered by HIPAA and 

other privacy laws,  Registries that have access 

to or control over PHI collected from 

Participants must have HIPAA-compliant 

policies and procedures in place before they 

start collecting data.  They may also need 

policies to comply with the Common Rule and 

state privacy laws to the extent applicable to 

their activities.  In addition, Registries should 

purchase sufficient cyber security insurance to 

protect against the risk of data breaches or 

other HIPAA/privacy violations. 

 

II. Data Ownership 

 

Data ownership is determined by state law, 

either in the state where the data originated, 

where the data is held, or where the Registry’s 

principal offices are located.  The law in most 

states gives health care providers ownership 

over the medical records they keep from patient 

encounters.  Patients have rights of access to or 

modification of their records to correct errors, 

but they may or may not own the data gathered 

by their health care provider.   

 

Registries, by contrast, can and should own the 

compilation of data that they collect from 

Participants.  This means Registries should own 

the aggregate data they create from 

Participants’ raw data submissions, as well as 

the databases in which Participant’s data is 

kept.  

 

To avoid any doubt or controversies, 

Participation Agreements should clearly spell 

out these legal distinctions and state that (i) the 

Participant owns the raw data it submits 

(subject to any rights of patients), (ii) the 

Participant has the authority to submit the data 

to the Registry, (iii) the Registry owns its 

aggregate data and database(s), and (iv) the 

Registry is not required to return the data to the 

Participant upon termination or expiration of the 

Participation Agreement.  The Participation 
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Agreement should also state that the Registry 

will continue to protect the Participant’s data 

under HIPAA and other applicable laws as long 

as the Registry continues to possess the data. 

 

Other Registry stakeholders may have or claim 

an ownership interest in Registry data.  For 

instance, a manufacturer that funds the 

development of a data module within the 

Registry or a study of the effectiveness of the 

company’s drug or device may claim that it 

owns the data in the module or the study data.  

The Registries’ agreements with these other 

funders or data sources should clearly define 

who owns the data contributed or funded. 

 

Registries should also consider whether to 

register their database, data reports, or other 

original works of authorship with the U.S. 

Copyright Office.  The Registry’s database 

would typically be subject to federal copyright 

protection as a compilation, provided that there 

is some originality to the development of the 

database.
44 

 The underlying data itself normally 

would not be covered by the copyright laws.  

Although registration is not required for 

copyright protection, a copyright holder can only 

sue for infringement under federal law and 

receive statutory damages after a work has 

been registered.  However, Registry databases 

should have protection and the right to sue 

under state/common law copyright laws even if 

they do not register with the Copyright Office.     

 

III. FDA Medical Device Reporting 

 

The FDA requires medical device 

manufacturers, importers, and user facilities to 

report medical device adverse events they 

become aware of to the FDA to address 

problems in a timely fashion.
45

  A medical 

device distributor is defined as any person who 

“furthers the marketing of a device” but who 

“does not otherwise repackage or otherwise 

change the container, wrapper or labeling of the 

device or device package.”
46

  Distributors must 

maintain records of reportable incidents but 

need not actually report them.
47 

 

A device user facility includes “a hospital, 

ambulatory surgical facility, nursing home, 

outpatient diagnostic facility, or outpatient 

treatment facility” but does not include school 

nurse offices or employee health units.
48

 Device 

user facilities are required to report “deaths and 

serious injuries that a device has or may have 

caused or contributed to” to both the FDA and 

the manufacturer.
49 

 These facilities are also 

required to submit summary annual reports to 

the FDA and maintain adverse event files.
50

 

 
Manufacturers are defined as persons (1) who 

actually make a device; (2) who otherwise 

repackage the container, packaging, or labeling 

of a device; or (3) who have another party make 

a device according to the manufacturer’s 

specifications.
51

  Manufacturers must submit 

reports of adverse events to the FDA within 

thirty calendar days of learning of the event.  

These adverse events include those that cause 

death or serious injury or malfunctions that if 

repeated could cause death or serious injury.  

Manufacturers also must report any event that 

“requires remedial action that presents 

unreasonable risk of substantial harm” or those 

for which the FDA requested a report be made 

within five working days of learning of the event.  

Manufacturers may also need to submit 

supplemental reports as necessary.
52 

 

Registries do not qualify as any of the entity 

types covered by the FDA medical device 

reporting requirements and therefore are not 

obligated to report adverse events to the FDA 

but could decide to do so voluntarily.
53

  Registry 

Participants, however, may qualify as “user 

facilities” and must adhere to the Medical 

Device Reporting (“MDR”) requirements.
54 

 If a 

Registry shares data with manufacturers on the 

performance of their devices, including data that 

suggests a device may have caused serious 

injuries to patients, that information could 
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obligate the manufacturer to report to the 

FDA.
55 

Therefore, Registries may need to 

include provisions in their Participation 

Agreements with Participants or their data 

sharing agreements with manufacturers to 

address the Participants’ or manufacturers’ 

MDR requirements. 

 

IV. Liability Risks for Procedure or Product 

Evaluations 

 

A Registry could face liability risk based on its 

evaluation of the effectiveness of certain 

procedures, drugs or devices, or other health 

care products, and publish the results.  This 

liability risk could arise if a Registry conducts its 

own studies or if it conducts studies on behalf of 

manufacturers.  For instance, some Registries 

conduct FDA-regulated post-market 

surveillance, investigational device exemption 

(“IDE”), or investigational new drug (“IND”) 

studies for manufacturers.   

 

In theory, a Registry could be liable to patients if 

it published reports or studies finding that a 

particular procedure, drug, or device was 

effective when in fact it was later found to be 

ineffective or harmful.  We are not aware of any 

case law in which such a claim has been 

brought against a Registry.
56 

 Registries 

generally would not be required to warn patients 

of product safety or effectiveness problems.  

However, if a Registry is publishing benchmarks 

on the performance of particular health care 

providers or health care products, it is possible 

that a court could find that the Registry has a 

duty of care in developing and disseminating 

those benchmarks.  This would be similar to the 

duty of organizations that set standards or test 

consumer products.
57  

 

 

Likewise, if a Registry is conducting a study on 

behalf of a manufacturer, it could be treated as 

an extension of that manufacturer for liability 

purposes.  It should, therefore, make sure that 

its study agreements with manufacturers 

include appropriate indemnification provisions, 

liability releases, and other protections against 

third–party claims.   

 

More generally, Registries that make a claim 

about the safety or effectiveness of a medical 

procedure, drug, or device based on Registry 

data should continue to update that claim based 

on additional or new data to avoid a possible 

lawsuit should a manufacturer, physician, or 

patient rely on it. 

 

A Registry also could face liability risk if it 

publishes a negative evaluation of a 

manufacturer’s product, and the manufacturer 

sues that Registry under a trade 

disparagement, antitrust, or similar legal 

theory.
58

  Trade disparagement claims are 

based in state law and would allow a 

manufacturer of a drug or device to sue a 

Registry for making an allegedly false claim 

about the efficacy or safety of a particular drug 

or device when a Registry allegedly knew that 

the statement was false.  Under federal law, a 

manufacturer could also bring a claim 

concerning false statements, misleading 

descriptions, or false or misleading 

representations of fact about a device under the 

Lanham Act, the United States trademark law, 

for devices that are protected under a 

trademark.
59

 

 

Registries, as with other entities, generally 

cannot be held liable on a trade disparagement 

theory simply for making negative statements 

about a manufacturer’s product.  For example, 

an insurer’s statement that a manufacturer’s 

device had “no proven clinical utility . . . since it 

[was] considered to be investigational,” without 

any evidence that the person or organization 

making the statement knew it to be false, was 

not enough to establish an insurer’s liability to a 

device manufacturer on a trade disparagement 

theory.
60

  Internal documentation that the 

insurer did in fact believe the device had no 

proven clinical use was useful in defending 
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against the trade disparagement claim in that 

case.
61 

 

In another case brought under both the Lanham 

Act and a state common law disparagement 

theory, the same manufacturer sued the 

American Association of Electrodiagnostic 

Medicine (“AAEM”)
62 

over a literature review 

published in AAEM’s peer-reviewed journal that 

evaluated the manufacturer’s device.  The 

literature review concluded that the evidence of 

the utility of the company’s medical device was 

inconclusive.  The court held that AAEM was 

not liable in part because for a challenge to be 

brought under the Lanham Act, the speech at 

issue must be “commercial,” that is, related to a 

commercial transaction or the speaker’s 

economic interests.
63

  Because the AAEM 

article only considered the usefulness of the 

device at issue and did not evaluate anything 

commercial in nature, the article did not violate 

the Lanham Act prohibition against disparaging 

speech.  The court also noted that to “chill” the 

AAEM’s statements in this case would prevent 

“all debate about such subjects from entering 

the marketplace.”
64

  So long as a Registry is not 

making statements or claims based on Registry 

data that are commercial in nature, it is unlikely 

to be held liable under the Lanham Act. 

 

As to the state level disparagement or injurious 

falsehood claims, the court held that there was 

no liability under Maryland law for these claims 

where the statements were made without 

malice.
65 

Whether malice is required for all state 

law disparagement claims or whether 

knowledge that the statements were false is 

sufficient to impose liability will vary from state 

to state.  Registries and the organizations that 

support them therefore should be careful about 

making any statements about a drug or device 

that cannot be supported by objective scientific 

facts and data.  They should also update any 

conclusions drawn on Registry data if a Registry 

becomes aware that the statements are no 

longer accurate.  

For Registries that are sponsored by medical 

societies—and therefore are considered to be a 

combination of competitors—product 

evaluations can also lead to antitrust claims if a 

manufacturer alleges that a Registry disparaged 

one of the manufacturer’s devices or drugs to 

limit competition or to prevent the device from 

being purchased in the relevant market.  Of 

course, if a manufacturer can show that a 

medical society engaged in intentional conduct 

to harm the competitive position of a particular 

manufacturer or group of manufacturers— e.g., 

by sharing data with some manufacturers and 

not others— the risk of antitrust liability would 

increase dramatically.
66

 

 

Because of the risks of these lawsuits, if a 

Registry does decide to evaluate specific drugs 

or devices, it should make sure it has insurance 

that covers this activity.  As noted above, if a 

manufacturer affirmatively asks or seeks to 

engage a Registry to evaluate the company’s 

product and publish its results, the Registry 

should insist that the manufacturer provide 

written indemnification provisions and liability 

releases for the Registry’s evaluation activities.  

The Registry should also ensure that any public 

statements that it makes about particular drugs 

or devices are accurate and not misleading.  In 

addition, entities that create Registries might 

consider setting up a separately-incorporated 

subsidiary to house the Registry and thereby 

limit the parent organization's liability 

risk.  Generally, separate incorporation will 

prevent third parties from attacking the parent 

corporation's assets based on actions of the 

subsidiary.  The parent organization should 

weigh the cost and administrative burden of 

establishing and operating the Registry as a 

separate entity against the liability protection 

offered by separate incorporation. 

 

V. Data Protection Issues 

 

A fundamental concern in creating and 

operating a Registry is the risk that the 
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information submitted to the registry by 

providers and manufacturers will be subject to 

legal discovery—for example, through a third-

party subpoena
67

 issued by a plaintiff in a 

malpractice action against a provider or a 

products liability suit against a device 

manufacturer or through a discovery request in 

direct litigation against a Registry.  This section 

discusses the potential federal and state laws 

that might protect a Registry data from legal 

discovery and concludes there is a need for 

general federal legislation to protect Registries 

against discovery of identifiable Registry data.   

 

a. Federal Rules of Civil Procedure 

 

Rule 45 of the Federal Rules of Civil Procedure 

(“FRCP”) applies to subpoenas issued in federal 

cases against third parties.
68

  FRCP 45(d)(1) 

contains the provisions for protecting recipients 

of subpoenas from undue burden and expense.  

Attorneys issuing subpoenas have an 

affirmative obligation to avoid imposing such 

burdens, and courts are directed to enforce this 

duty and impose sanctions against a party or 

attorney who violates this prescription. 

 

FRCP 45(d)(2)(B) allows a person who receives 

a third-party subpoena to file objections “to 

inspecting, copying, testing, or sampling any or 

all of the materials or to inspecting the 

premises—or to producing electronically stored 

information in the form or forms requested.”  In 

the face of such objections, the person issuing 

the subpoena is then required to withdraw or 

modify its request or file a motion to compel 

production.   

 

FRCO 45(d)(3) provides several grounds under 

which a reviewing court may quash or modify a 

subpoena, including if the subpoena requests 

disclosure of privileged or other protected 

matter (if no exception or waiver applies), or 

subjects a person to undue burden.  The court 

is permitted, but not required, to quash or 

modify a subpoena that asks for disclosure of a 

trade secret or confidential research, 

development, or commercial information.  In 

making these assessments, courts typically will 

review some or all of the requested information 

in camera (i.e., in private chambers), balance 

the competing interests, and then render a 

decision.
69

 

 

For cases in which a Registry is a party to a 

lawsuit, the Registry would rely on FRCP 26(c) 

to protect its data from discovery requests.  

Discovery can take the form of requests for 

documents or data, oral or written depositions, 

or interrogatories for a Registry that can be 

addressed by a Registry as a whole.
70

  FRCP 

26(c) allows a court, “for good cause,” to “issue 

an order to protect a party or person from 

annoyance, embarrassment, oppression, or 

undue burden or expense.”   This includes 

“forbidding the disclosure or discovery” or using 

other means to limit the discovery, including 

limiting it by time and place, prescribing other 

discovery methods that may be less invasive, 

limiting the scope of disclosure, or prohibiting or 

limiting how a trade secret or confidential 

research is revealed.
71

  While FRCP 45(d) 

offers some protection to Registries concerning 

requests for information when they are not a 

party to a lawsuit, FRCP 26(c) offers 

comparable protections to the Registry once it 

becomes a party to a lawsuit. 

 

In practice, federal courts have typically been 

very reluctant to disclose identifying information 

of patients or trade secrets of manufacturers 

unless the patient or company is a party to the 

suit.  Instead, they will usually only permit 

discovery of aggregated, non-identifiable data, 

unless a compelling case is made for disclosing 

identifying information.
72

  In some instances, the 

court will find that the sensitive nature of the 

information itself merits preservation of registry 

participants’ privacy and confidentiality.
73 

 

Courts also are reluctant to admit evidence of 
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other bad acts to prove the liability of a 

defendant in a particular case arising out of a 

particular set of circumstances.
74

  If a Registry 

were to receive a subpoena or discovery 

request seeking aggregated data, it could still 

object on grounds of undue burden or expense 

or lack of relevance of the data, but courts 

would be much less sympathetic to such 

arguments unless a significant actual burden 

could be demonstrated. 

 

Two of the leading federal cases illustrating 

these principles are Farnsworth v. Proctor & 

Gamble and Deitchman v. E.R. Squibb & Sons, 

Inc., both products liability cases in which 

manufacturers sought data from a registry. 

 

In Farnsworth vs. Proctor & Gamble, P&G 

sought the names and addresses of women 

participating in a CDC study on Toxic Shock 

Syndrome (“TSS”) in an effort to discredit the 

study findings.
75

  The plaintiffs sought to 

recover damages from P&G for TSS allegedly 

caused by “Rely” tampons manufactured by the 

company.  Responding to P&G’s third-party 

subpoena, the CDC turned over virtually all of 

the documents relating to its study, except the 

names and addresses of the study subjects.  It 

did turn over the names and addresses of 

patients who consented to have their 

information disclosed to P&G.  Relying on 

FRCP 26(c) (even though this case involved a 

third-party subpoena), the Farnsworth court 

upheld the district court’s order that the privacy 

interests of the study participants outweighed 

the discovery interests of the manufacturer and 

denied disclosure of the patient names and 

addresses.   

 

In Deitchman v. E.R. Squibb & Sons, Inc., the 

court applied a similar balancing test in 

deciding whether to disclose patient registry 

records maintained by the University of 

Chicago (“U of C”).
76

  The suit was filed against 

Squibb and other drug companies seeking 

compensation for injuries allegedly caused by 

in utero exposure to the drug diethylstilbestrol 

(“DES”).   As part of discovery, Squibb had 

asked the court to issue subpoenas for literally 

every document in U of C’s cancer registry.  

The U of C registry was the only central 

repository of data on the relationship between 

DES and clear cell adenocarcinoma of the 

genital tract, the principal disease at issue in 

Deitchman.  The data in the registry were the 

primary basis for studies on the effect of DES 

in causing this form of cancer that were being 

used against Squibb in the case.   

 

U of C filed a motion to quash under FRCP 45

(b), claiming its data were privileged and 

confidential.  Here, the court acknowledged the 

need to protect the privacy of registry 

participants’ information, and indeed assumed 

for the sake of argument that the data were 

protected by a qualified privilege.  But, the 

court also gave significant weight to Squibb’s 

need to defend itself and the importance of 

having access to the data on which studies 

showing the relationship between DES and 

genital tract cancer were based.  As a result, 

the court held that the manufacturer was 

entitled to some limited discovery of registry 

data, while protecting the patients’ 

confidentiality and the interests of the registry.  

The court did not fashion a discovery order 

itself, but instructed the district court to do so in 

a way that would not require disclosure of 

patient identifying information and would 

otherwise protect patient confidentiality through 

the potential use of impartial third parties to 

review and report on the data.  It concluded by 

stating, that the district court should work with 

the parties to develop an order that “allows 

Squibb the least necessary amount of 

information to avoid a miscarriage of justice 

without doing needless harm to . . . [a] 

Registry.”
77
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Other courts considering subpoenas of Registry 

data have similarly sought to balance the public 

interest in allowing the disclosure of necessary 

information for purposes of litigation or to 

expose research to critical inquiry and the need 

to protect the identity of study and Registry 

Participants.  For example, a California District 

Court allowed production of raw data from a 

study on lung cancer in women exposed to 

secondhand smoke using data from a state-

sponsored cancer registry so long as the 

identities of the individuals in the study who had 

not authorized the release of the data were kept 

confidential.  In doing so, the court upheld a 

magistrate judge’s decision to compel 

disclosure subject to certain confidentiality 

protections.
78

 

 

Farnsworth, Deitchman, and other case law 

show that federal courts will look at all the facts 

and circumstances in determining whether to 

allow the discovery of Registry data.  But, for 

the most part, courts are very unlikely to permit 

disclosure of patient identifying information.  It is 

less clear whether the courts will permit data on 

specific providers or products to be disclosed.  

Farnsworth and Deitchman involved requests 

by manufacturers for data on their products.  So 

they shed no light on how federal courts would 

resolve a discovery request by a plaintiff’s 

attorney for Registry data on a specific 

manufacturer’s product.  But we do know the 

courts would balance the manufacturer’s 

proprietary interests in preserving trade secrets 

and other confidential information against the 

discovering party’s need for the data in the 

litigation.   

 

We are not aware of any federal cases involving 

discovery requests for Registry data on a 

specific hospital’s or physician’s outcomes.  

However, as noted above, such requests might 

be denied on grounds that such data would not 

be relevant to prove poor performance in a 

particular case.  Plus, if a Registry were 

providing regular reports to a hospital or 

physician on their quality outcomes, the plaintiff 

could obtain the reports from the defendant 

hospital or physician. 

 

b. HIPAA  

 

HIPAA regulations, while providing stringent 

confidentiality and security measures, have a 

relatively liberal exception for the disclosure of 

PHI in judicial and administrative proceedings.  

The exception allows for the disclosure of PHI in 

response to a court order or pursuant to 

subpoena, discovery request, or other lawful 

process so long as the covered entity receives 

“satisfactory assurance” that reasonable efforts 

have been made to give notice to the affected 

party or to obtain a protective order.
79

 Given this 

broad, relatively accessible exception, it is fair 

to say that HIPAA provides no greater 

protection for the Registry data against a 

discovery request than would be generally 

available under the FRCP 26(c) or 45.  Indeed, 

the HIPAA Rules actually provide less 

protection because they only safeguard PHI, not 

provider or manufacturer information.
80 

 

c. Patient Safety Organizations 

 

The formation of a Patient Safety Organization 

(“PSO”) may provide a Registry with additional 

protections against discovery but also creates 

several new regulatory burdens and risks, 

including the risk of losing Registry information 

should the PSO status be revoked or 

relinquished.  The Patient Safety Organization 

Act (“PSOA”) protects against the legal 

discovery of identifiable patient safety work 

product (“PSWP”) collected by a PSO.
81

  This 

includes protection against federal, state, or 

local civil, criminal, or administrative subpoenas 

or discovery and protection against this work 

product being admitted as evidence in the same 

proceedings or admitted or accessible as part of 

a disciplinary proceeding against a provider, 
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subject to certain exceptions.
82

 In order to 

obtain this protection, a Registry would have to 

qualify as and meet the ongoing requirements 

of a PSO and Registry data would have to 

constitute identifiable PSWP,
83

 which is by no 

means a given.  This protection is limited to 

identifiable data and is not self-enforcing.
84

 

Thus, a PSO could have to go to court to 

enforce the PSO discovery prohibition. 

 

The downsides to forming a PSO, among other 

things, are that the Registry would be subject to 

government audits and potential sanctions for 

non-compliance with PSO rules.
85

 The PSO 

confidentiality rules also significantly limit the 

ability of PSO Participants to make public 

statements about their performance in relation 

to benchmarks established by a PSO Registry 

because such information would be based on 

PSWP submitted by the Participants.
86  

Most 

importantly, a Registry that voluntarily decides 

not to maintain its PSO status or is disqualified 

for noncompliance with the PSO rules would 

have to transfer its PSWP to another PSO, 

return the data to its source, or destroy the 

data.
87

 

 

Importantly, the PSO privilege language is not 

self-enforcing—that is, the assertion of the 

privilege can be challenged in court—and is 

therefore subject to judicial interpretation and 

limitation.  To date, PSOs attempting to protect 

information from discovery collected pursuant to 

state incident reporting requirements have had 

little success in court.  In the 2014 case Tibbs v. 

Bunnell, the Supreme Court of Kentucky ruled 

that state-mandated incident reports held by a 

PSO are not privileged under the PSOA 

because the plain language of the Act does not 

protect “information collected, maintained, or 

developed separately, or existing separately 

from a patient safety evaluation system.”
88

  

Because Kentucky law mandates that “incident 

investigation reports” be “established, 

maintained and utilized as necessary to guide 

the operation of [a] facility” and that facilities 

must have policies and procedures for recording 

such incidents,
89 

the court held that they had 

been created separately from the system 

protected by the PSOA.  The court further held 

that this information could be discovered only 

after an “in camera” review by the court to 

separate discoverable information from 

information that was privileged.
90

 

 

In a second 2014 case, Charles v. Southern 

Baptist Hospital of Florida, a Florida Circuit 

Court similarly found that information held by a 

PSO that was collected “pursuant to a 

healthcare provider’s obligation to comply with 

federal, state, or local laws, or accrediting or 

licensing requirements [was] not privileged” 

under the PSOA, based on the same statutory 

language cited in Tibbs.
91

 The Charles court 

held that this limitation applies to any 

information that is merely “collected” or 

“maintained” to comply with “external 

obligations” and not just information actually 

provided to the government.
92

  Thus, in Florida, 

information collected under state record keeping 

requirements that can be reviewed on request 

by the state Agency for Health Care 

Administration is not privileged under the 

PSOA.
93 

 The holdings in both Tibbs and 

Charles are limited to their respective state 

jurisdictions.  As of the date of this Guidance, 

the Charles case was being appealed to the 

Florida appeals court. 

 

Thus, while PSO status provides the most direct 

federal protection of Registry data from legal 

discovery, the protection comes with significant 

regulatory risks and burdens, it is not self-

enforcing, and it may be limited by judicial 

interpretation.  Each Registry must balance the 

risks and limitations of the PSO discovery 

protections against the benefits. 
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d. AHRQ Protections 

 

The Agency for Healthcare Research and Quality 

(“AHRQ”) may offer some protection for Registry 

data against legal discovery.  This protection 

would be available only if a Registry received 

AHRQ funding or received data from an entity 

that has received AHRQ funding related to a 

Registry’s data.   

 

AHRQ’s confidentiality statute, 42 U.S.C. § 299c-

3(c), limits the use of information compiled in an 

AHRQ-sponsored study to the original purpose 

for which the information was supplied unless the 

person or establishment supplying the 

information has consented to its use for other 

purposes.  AHRQ has broadly interpreted this 

provision to protect data against all forms of legal 

discovery and has concluded that such 

protection travels with the data, and therefore is 

not limited to the data of entities directly receiving 

funding.  In addition, AHRQ has pledged to assist 

recipients of AHRQ funding in convincing courts 

to adopt AHRQ’s broad interpretation of § 299c-3

(c).
94 

 

It is important to note that AHRQ’s position on its 

ability to protect AHRQ-funded data has not been 

tested in a court of law and the protections that it 

offers become weaker the more removed an 

entity is from the actual recipient of AHRQ 

funding.  In another AHRQ-sponsored 

memorandum, the authors noted that the 

confidentiality protections offered through the 

AHRQ statute may become more attenuated 

where the AHRQ-sponsored organization is 

merely operating as a “repository” for patient 

safety data collected by a non-AHRQ sponsored 

entity and is not collecting the data itself.
95  

Moreover, the language of § 299c-3(c) does not 

explicitly protect data from legal discovery.  

Without an explicit legislative protection, there is 

no guarantee that information provided to an 

AHRQ-funded Registry would be protected from 

disclosure.
96

 Additionally, as with PSOs, 

becoming a recipient or sub-recipient of AHRQ 

funding, or even just affiliating with such an 

entity, could result in the loss of at least some 

control over the data and subject the Registry to 

substantial additional federal regulatory 

requirements that apply to recipients of federal 

funding. 

 

e. Certificates of Confidentiality 

 

The NIH issues Certificates of Confidentiality to 

protect investigators and institutions from legal 

discovery of information that could be used to 

identify subjects within a research project.
97

  

Specifically, the authorizing statute covers     “[p]

ersons so authorized to protect the privacy of 

[research subjects from being] compelled in any 

Federal, State, or local civil, criminal, 

administrative, legislative, or other proceedings 

to identify such individuals,”
98 

a statement that is 

confirmed by the NIH in its guidance 

documents.
99

  Certificates of Confidentiality are 

issued to institutions or universities where the 

research is conducted and, according to the NIH, 

afford permanent protection to research subjects 

that participate in research projects covered by 

these certificates, even to those patients who 

may have submitted research data to the 

institution before the certificate was issued.
100

  

Certificates of Confidentiality only protect patient 

information, not providers or institutions. 

 

Certificates of Confidentiality generally apply only 

to specific research projects, not to broad 

classes of research or data collection, such as 

would be the case for a Registry.  They also only 

apply to certain types of sensitive research.  NIH 

defines sensitive to mean “that disclosure of 

identifying information could have adverse 

consequences for subjects or damage their 

financial standing, employability, insurability, or 

reputation.”
101 

 Examples of such research 

include collecting “genetic information,” 

“information on psychological well-being,” s      

exual information, and information “on substance 
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abuse or other illegal risk behaviors.”  It also 

includes “studies where subjects may be 

involved in litigation related to exposures under 

study.”
102 

 Given their narrow scope and 

applicability, it is unlikely that a Registry, or the 

research projects it sponsors or facilitates, 

would qualify for a Certificate of Confidentiality. 

 

f. State Law 

 

The lack of comprehensive federal statutory 

protection for Registry data from legal discovery 

suggests that a Registry may need to look to 

state law for protection, at least to fight 

subpoenas issued in state court proceedings or 

federal cases that involve state law claims.  As 

a general rule, a plaintiff in a lawsuit filed in 

state court outside the state in which a Registry 

is located would have to ask a state court 

within the Registry’s home state to issue a third

-party subpoena seeking Registry data.  The 

court reviewing the subpoena would most likely 

apply its own state law rather than the law of the 

state in which the lawsuit was filed.   

 

The general standards in most states for 

evaluating such subpoenas are similar to those 

set forth in the FRCP 26(c) and 45.  However, 

some states have special statutes that would 

provide additional protection for Registry data if 

a Registry can show these laws apply to a 

particular subpoena.
103

  Of course, these state 

statutory protections would not necessarily 

apply if the underlying lawsuit were filed in 

federal court and solely involved federal law 

claims, in which case FRCP 26(c) or 45 would 

likely govern.   

 

A review of all of the potential state statutes that 

might protect Registry data is beyond the scope 

of this document.  Registries should focus their 

review of state data protection laws in the state 

in which the bulk of Registry data collection 

activity takes place, the state where the data is 

stored, and the state in which the Registry or 

sponsoring organization is incorporated.  These 

are the most likely places where a subpoena 

would have to be issued to obtain Registry data, 

and, therefore, the most likely jurisdictions 

whose data protection laws would be applied.  

 

g. Limited Research Privilege 

 

There may also be some cases where a 

Federal court, relying on state law, will accord a 

“qualified privilege” to scholarly research to 

protect the public interest in promoting this 

research as part of the balancing test for 

admitting evidence applied under Rule 201 of 

the Federal Rules of Evidence.
104 

 State courts 

might also grant this qualified privilege under 

analogous state rules of evidence.  Where 

available, this privilege could be used to protect 

research data beyond the confidentiality of 

patient information.  For example, in Dow 

Chemical Co. v. Allen, the court barred 

discovery pursuant to an administrative 

subpoena of all working papers, notes, reports, 

and raw data of an unfinished animal toxicity 

study in part on the grounds that the risks of 

premature disclosure to the development of the 

research outweighed the value of the data to 

the litigation.
106

  While the data in Dow received 

protection, this protection would not necessarily 

have extended to separate litigation that 

depended more heavily on the animal toxicity 

study data.  The case indicates, however, that 

there may be some circumstances in which a 

court will exclude data from consideration in a 

case or investigation to protect the integrity of 

the research itself. 

 

In addition, in Cusumano v. Microsoft 

Corporation, the court, applying FRCP 45, also 

denied production of two academicians’ 

research materials on the grounds that 

academicians are entitled to the same pre-

publication privilege as journalists, subject to a 

balancing of the interests in disclosure against 

the interests in protection of the information.
106

 

In reaching this conclusion, the court cited case 

law from other federal appellate courts holding 
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that the medium by which an individual engages 

in investigative reporting does not change the 

amount of protection that the work receives.
107

 It 

may also be possible to assert this privilege in 

state court, either through a balancing of 

interests, as in Dow Chemical, or by the 

assertion of a specific state law research 

privilege.
108 

 In addition to the protections that 

may be available for patient data, Registries 

with pre-publication data that are designated for 

a specific research purpose may be able to gain 

additional protections for this data pending 

publication. 

 

In sum, other than those provided under the 

PSO laws, there are no specific federal 

statutory privilege protections for Registry data.  

The federal evidentiary rules do provide some 

protection for such data, particularly identifiable 

patient data.  HIPAA provides some protection 

for PHI legal discovery, but it provides no 

protection for provider or manufacturer data.  

While the PSO Act contains a federal privilege 

for identifiable PSWP, the costs/risks of 

becoming a PSO must be balanced against the 

benefits of the statutory privilege.  The affiliation 

with a recipient of AHRQ funding may enhance 

the protection of Registry data, but could also 

create additional burdens and result in the 

possible loss of control of the data.  Certificates 

of Confidentiality do protect against legal 

discovery, but most Registry research would 

likely not qualify for such a certificate. 

 

Registry data likely will receive some privilege 

protections under state law, but Registries must 

review the laws in the states where they do 

business or are conducting their Registry 

activities to determine whether there are laws in 

place that would protect their data from 

discovery.  In addition, in some rare cases a 

qualified privilege for pre-publication data may 

be available to Registries.  But these state law 

protections may not always be available in 

federal court proceedings. 

 

Based on this lack of clear federal protection of 

Registry data from legal discovery, the Coalition 

is working on developing federal legislative 

proposals that would provide   such protection 

without the onerous conditions imposed by the 

PSO Act and rules.   
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Additional Resources  

 

For additional resources on registry legal and policy issues, please see the following: 
 
Agency for Healthcare Research and Quality, United States Dept. of Health and 
Human Servs., Pub. No. 13(14)-EHC111, Registries for Evaluating Patient Outcomes: A 
User’s Guide (Richard E. Gliklich et al. eds., 3rd Ed. 2014), available at http://
effectivehealthcare.ahrq.gov/index.cfm/search-for-guides-reviews-and-reports/?
productid=1897&pageaction=displayproduct  

 

United States Gov’t Accountability Office, Clinical Data Registries: HHS Could 
Improve Medicare Quality and Efficiency through Key Requirements and 
Oversight,  Pub. No. GAO-14-75 (Dec. 2013), available at http://www.gao.gov/
assets/660/659701.pdf  
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